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On June 28, 2018, the State of California enacted the
California Consumer Privacy Act of 2018 (“CCPA"),
which is considered by many to be the most strict
personal information privacy statute among the U.S.
states. While the CCPA is set to enter into effect from
January 1, 2020, Japanese companies and other
commercial entities doing business in California will
need to promptly determine the extent to which such
law will be applicable to their business operations and
quickly move to be in compliance by the effective date.

APPLICABILITY

The CCPA applies to domestic and foreign businesses
that:

(1) are for-profit enterprises; AND

(2) collect and control California residents’ personal
information; AND

(3) do business in California; AND

(4) (a) have annual gross revenues exceeding $25
million; OR

(b) receive or disclose the personal information of
50,000 or more California residents; OR

(c) derive 50 percent or more of their annual
revenues from selling California residents’ personal
information.

There is an exemption from CCPA applicability if “every
aspect of... commercial conduct takes place wholly
outside of California”; however, this exemption will be
inapplicable to most multi-national corporations because
US companies as well as Japanese and other
international companies have at least some customers
who are California residents.
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DUTIES REGARDING PERSONAL INFORMATION

The primary duties and obligations which businesses
have under the CCPA can be briefly summarized as
follows:

[1 A consumer can request that a business that collects
a consumer’s personal information disclose the
categories and specific pieces of personal information it
has collected.

[J A business that collects a consumer’s personal
information must inform consumers (either at or before
the point of collection) of the types of information being
collected and the way the information will be used. The
business may not collect or use additional information
without providing notice to the consumer.

[1 A consumer can request access to the personal
information, which the company will promptly deliver in
a portable and readily usable and transmittable fashion.

[l A consumer has the right to request deletion of
personal information that the business has about the
consumer that it has collected from the consumer.

[1 A consumer has the right to request specific details
about the personal information that the business has
collected.

[J A business cannot discriminate against a consumer
for exercising any of the rights granted by the CCPA.
However, a business can provide financial incentives for
a consumer to opt in to providing its information.

[1 A company that sells consumer data to third parties
will need to disclose the practice of selling and must
give consumers the ability to opt out of the sale by
creating a link on the home page titled “Do Not Sell My
Personal Information.” Consumers younger than 16
years of age will have to affirmatively opt in to the sale
and consumers younger than 13 years of age will have
to affirmatively opt in with the affirmative consent of a
parent or guardian.

[1 Consumers have the right to request certain
information from businesses, and businesses must have
two means for consumers to request the information.
The company must supply the information free of
charge within 45 days of receipt of a consumer’s
request.
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PENALTIES

The CCPA provides for both public and private
enforcement.  Specifically, the Attorney General of
California can bring legal actions for violations of the
CCPA, and the penalty for intentional violations is up to
$7,500 per violation. This means that a company which
mishandles the personal information of hundreds or
perhaps thousands of individuals could face
astronomical fines.

In addition, consumers have a private right of action
(either individually or as a class) to seek statutory or
actual damages and injunctive and other relief if their
sensitive personal information is subject to unauthorized
access and exfiltration, theft or disclosure resulting from
a business’ failure to implement and maintain required
reasonable security procedures. Nonetheless, a
consumer wishing to bring legal action must provide at
least 30 days’ notice to the company of the consumer’s
intent to file a lawsuit. In response, the defendant
business can foreclose statutory damages by providing
an “express written statement” to the consumer within
30 days demonstrating that the violation has been
cured.

ACTION GOING FORWARD

In order avoid legal exposure to the maximum extent
possible, it will be important for companies to institute
procedures for receiving consumer complaints,
adequately investigating such complaints, and
responding to consumers. In addition, companies will
need to properly train their employees regarding the
handling of their customers’ personal information,
including  implementing  clear  written  policies,
procedures and other documents.

Companies should also continue to monitor data
protection-related legal developments in the United
States generally. For example, the most recent Mid-
Term Elections held in November 2018 may signal a
future shift by the U.S. Congress to seek consensus on
a federal data privacy law which would pre-empt state
laws such as the CCPA.

The attorneys in Kitahama Partners’ North America
Practice Group and Data Protection Practice remain
ready and able to assist our clients with respect to any
CCPA issues which may arise. In addition, as data
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protection is a worldwide issue, our European Practice (VT $ . YEXFOI—OYNRTSIHIFARTIL—TF
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the contents of this newsletter or data protection issues
which need to be addressed, please do not hesitate to
contact the attorneys of our firm listed below.
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Jiri Mestecky, Partner (Osaka Office)
Registered Foreign Attorney (lllinois)
Tel: 81-(0)6-6202-1088
JMestecky@kitahama.or.jp

Miyako lkuta, Partner (Tokyo Office)
Attorney (Japan, France, New York)
Tel: 81-(0)3-5219-5151
Mlkuta@kitahama.or.jp

Masataka Shitanishi, Partner (Osaka Office)
Attorney (Japan, California, New York)

Tel: 81-(0)6-6202-1088
MShitanishi@kitahama.or.jp

Ryosuke Naka, Associate (Osaka Office)
Attorney (Japan)

Tel: 81-(0)6-6202-1088
RNaka@kitahama.or.jp

FTITERCESLY,

FEREHT - HEEREE

D)= ARTFYF— (KIREHAT)
R—hF—
NEEEHEFELST (11U /4M)

TEL: 06-6202-1088
JMestecky@Kkitahama.or.jp

S HERF EREHER)

IN—b~F—

#EL+ (AKX 75V X - Za—3—7M)
TEL: 03-5219-5151

MIlkuta@kitahama.or.jp

THEIEE (KREHH)
IS— kF—

FEL (BX - Z2—3—9M - AU THLZTH)

TEL: 06-6202-1088
MShitanishi@kitahama.or.jp

RN (KIREHAT)
FELT (BX)

TEL: 06-6202-1088
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