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There is no doubt that the current global COVID-19
pandemic and resulting work-from-home rules,
restriction of travel, and other preventative measures
have caused a major shift in the way that we all work
and interact with our colleagues, business partners,
and customers. While the inconvenience and
isolation caused by the current situation may certainly
not be ideal, it must also be said that video-
conferencing and similar technologies have been vital
in allowing our businesses to continue to operate as
we all work through this challenging period. Along
with the benefits of these video-conferencing
technologies, however, there naturally also are
certain risks primarily relating to security. According
to IT security experts, there is always a trade-off and
balance between ease of use and security associated
with these technologies, and those using them should
be aware of their vulnerabilities.

As an attorney, the question | most often receive is
what level of care or vigilance is legally required
when discussing confidential information, personal
information, or trade secrets using the various video-
conferencing technologies which currently exist. In
addition, there is the issue of how to legally protect
both companies and individuals from hacking or
inadvertent leaks of confidential information in the
course of tele-working or video-conferencing.

The fact is that, while certain video-conferencing
applications and systems have been proven to be
more secure that others, no system appears to be
completely hack-proof.  Moreover, from a legal
perspective, it is not required that a video-
conferencing system be entirely hack-proof, but
rather that the system’s security features and other
measures taken to ensure confidentiality are
reasonable both in light of the relevant technology
being used as well as the level of sensitivity of the
information being discussed.

In advising clients regarding their legal obligations to
protect confidential information and establish internal
controls, | focus on the three following areas:
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1) Technological/Physical Security
2) Contracts and Written Policies
3) Education of Employees

The key from a legal perspective with respect to
these issues is to ensure that a company has all
three aspects covered. Doing so allows the company
to not only prevent the hacking or unauthorized
disclosure of trade secrets or other confidential
information, but can also protect the company from
claims of negligence in the event such hacking or
unauthorized disclosure occurs.

1. Technological/Physical Security

The technological and physical security aspects of
tele-working or video-conferencing relate to the
effective use of encryption, passwords, waiting
rooms, firewalls, requiring the host to confirm the
identity of all participants, and other security
measures. There have recently been numerous
news reports identifying very serious security issues
associated with certain widely used video-
conferencing systems, such as allowing outside third
parties to participate in, eavesdrop on, and even
disrupt confidential corporate video-conferences.
Therefore, in order to avoid the unauthorized
disclosure of confidential information as well as future
liability, it is incumbent upon companies, individual
managers, and employees to be aware of the security
risks associated with the video-conferencing software
and other systems they are using, and in the event
such systems are inadequate in light of the sensitivity
of the information being discussed, utilize other
systems or find alternative means of communicating
such highly sensitive information.

2. Contracts and Written Policies

The current COVID-19 pandemic has caused many
companies and other organizations to develop official
written policies addressing issues related to work
from home, video-conferencing, and corporate
communications. One of the main purposes of these
types of official policies is to provide important rules
with which employees must comply in order to avoid

the unauthorized disclosure of company trade
secrets, confidential information, and personal
information. Such policies can also become part of

the contract between the employee and the company.
In addition, employment contracts which contain
appropriate confidentiality provisions also serve this
purpose and create a legal obligation to protect these
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types of highly sensitive information. Not only do
contracts and official company policies create legal
obligations for individuals, they also serve the
purpose of educating them regarding their
responsibilities as discussed below.

3. Education of Employees

By far the most cost-effective means of avoiding the
unauthorized disclosure or hacking of confidential
video-conference communications, and also legally
protecting one’s company in the event of such
unauthorized disclosure, is educating employees
beforehand as to the limitations of the relevant
technology as well as their obligations to maintain
confidentiality. The vast majority of leaks of company
trade secrets and other confidential information are
inadvertent and can be avoided by educating
employees through job orientation training, seminars,
internal webinars, one-on-one guidance, exit
interviews, and written policies and contracts
regarding the importance of confidentiality as well as
concrete rules and actions which employees should
take. Itis far less expensive to engage in these types
of educational activities as a preventative measure
than to have to initiate, or defend against, formal
legal action after a leak or unauthorized disclosure of
confidential information has occurred. At the same
time, education of employees also protects a
company against claims resulting from intentional
trade secret theft or economic espionage by providing
evidence that the company did indeed provide the
relevant bad actor with confidentiality training and
was not negligent.

The above are all essential elements of an effective
Trade Secrets Program which companies should
implement in order to protect their confidential
information during this challenging time requiring the
widespread use of tele-working and video-
conferencing. Moreover, the current global pandemic
promises to change the ways in which we work well
into the future, meaning that these technologies will
likely become permanent and more prominent
fixtures of the workplace going forward. Therefore, it
is important to understand that these technologies,
while vital and convenient, are also unfortunately
associated with certain security and other risks which
could expose companies and individuals to legal
liability if not properly managed.

Finally, it must be emphasized that any Trade
Secrets Program must address and be tailored to the
specific needs and unique characteristics of each
company or other organization based upon the above
three pillars. Therefore, in order to create and
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implement an effective Trade Secrets Program, it is
important to work closely with qualified IT security
professionals regarding appropriate
technological/physical security measures, and also to
work closely with qualified attorneys in order to
implement the contractual, policy, and educational
measures discussed above.
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Disclaimer: The information provided in this article does not, and
is not intended to, constitute legal advice with respect to any
particular matter. All information and content herein are for
general informational purposes only.
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