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New SCCs Released $ SCC MEA
On June 4, 2021, the European Commission adopted and MMEESR(EC)IX. 2021 EF 6 A4 B. 2 FEHED

released the publication of the decision to implement two
sets of new Standard Contractual Clauses (“SCCs”). One
relates to cross-border data transfers (1), and the other
relates to data processing agreements between controllers
and processors (2). The new SCCs are attached to each
implementing decision in the Annexes thereof.
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1. SCCs for cross-border data transfer

(1) Background

All the currently used SCCs were adopted by the European
Commission’s decision under the EU Directive for data
protection. Since the General Data Protection Regulation
(“GDPR”) becoming effective on May 25, 2018, new
SCCs that comply with the GDPR have been eagerly
anticipated.

In addition, as reported in our Newsletter (Europe) Vol.44,
on July 16, 2020, a judgment of the Court of Justice of the
European Union (“CJEU™) invalidated the previous

Privacy Shield Decision which ensured an adequate level
of protection for the cross-border transfer of personal data
from the EEA to the US (“Schrems II decision”). In this
decision, the CJEU raised some concerns and issues

regarding cross-border data transfers. Furthermore,

following the Schrems II decision, the European Data
Protection Board (“EDPB”) issued two sets of
Recommendations, 01/2020 and 02/2020. As described
below, Recommendations 01/2020 were open to the public
consultation process and have just been formally released
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on June 18, 2021.

The new SCCs were updated through public consultation
in a draft format by taking into account the latest
movements and considerations to be in line with the
Schrems II decision.

(2) Points to note regarding the new SCCs

(a) Transition Period

The new SCCs entered into force on June 27, 2021, which
is twenty (20) days following the publication in the
Official Journal of the EU and will become usable in
practice.

If you start engaging in cross-border data transfers, under
the SCC framework, you may use the pre-existing SCCs
or the new SCCs, however, it is important to note that, you
must use the new SCCs on or after September 27, 2021, at
the latest.

On the other hand, there is an eighteen-month transition
period for parties who are relying on the pre-existing SCC
contracts. Such parties can continue to rely on such SCC
contracts until December 27, 2022, however, they will be
required to execute new contracts using the new SCCs by
the end of such transition period.

(b) Covered scenarios increased (Modular Approach)
Existing SCCs cover only two types of scenarios,
Controller to Controller (“C-to-C”) and Controller to
Processor (“C-to-P”).

However, the new SCCs cover two additional scenarios:
Processor to Processor (“P-to-P”) and Processor to
Controller (“P-to-C”). Therefore, all four possible
scenarios are covered.

Module 1: transfer from C to C
Module 2: transfer from C to P
Module 3: transfer from P to P
Module 4: transfer from P to C

All of these types of scenarios are incorporated as four
modules in one in the new set of SCCs. Companies are
required to select the applicable module(s) according to
the particular transfer(s).

(c) Greater ease when executing among multiple parties

As the pre-existing SCCs contemplate a single exporter
and a single importer as signatories only, particular care
was needed when executing existing SCC contracts among
multiple parties. In the new SCCs, however, multiple
parties may sign on to the same set of SCC contracts in a
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simple format (Annex IA) and optional docking clauses
allow parties to be added as new signatories after the
execution of a set of SCC contracts (Clause 7 of the new
SCCs).

(d) Data Transfer Impact Assessment
(i) Background

Following the Schrems II decision, the Court of Justice
of the European Union (“CJEU”) has interpreted
certain articles of the GDPR in such a way that when a
party is transferring data, even through the SCC format,
consideration of the legal system in the third country of
destination and additional measures to supplement the
protection level, which may be necessary, have to be
taken into account. The new SCCs have been carefully
drafted and turn the Schrems II decision’s diligence and
supplemental measures requirements into a contractual
requirement, which is, in effect, a data transfer impact
assessment (“TIA”) (Clause 14 and 15 of the new
SCCs).

Based on the Schrems II decision, the EDPB made the
draft recommendations on the supplemental measures,
mentioned in the Schrems II decision, available for
public consultation and formal recommendations have
just been released on June 18. Elements for the
assessments required in the new SCCs look slightly
milder and preferable from a practical viewpoint than
those required in the EDPB recommendations drafted
for public consultation. The formal recommendations
raise and give more detailed elements and explanations
than the draft recommendations and the new SCCs. As
such, one needs to prepare for transacting with the new
SCCs and simultaneously analyze the detailed EDPB
recommendations.

(i1) Overview of the Data Transfer Impact Assessment
The contractual parties using the new SCCs are
required to warrant that “they have no reason to believe
that the laws and practices in the third country of
destination applicable to the processing of the personal
data by the data importer, including any requirements
to disclose personal data or measures authorizing
access by public authorities, prevent the data importer
from fulfilling its obligations under these Clauses”
(Clause 14(a) of the new SCCs). When making this
guarantee, the parties must consider, among other
things, “the laws and practices of the third country of
destination — including those requiring the disclosure
of data to public authorities or authorizing access by
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such authorities — relevant in light of the specific
circumstances of the transfer, and the applicable
limitations and safeguards™ (Clause 14(b) of the new
SCCs). An in-depth footnote for this Clause alerts to
the necessity to take into account the practical
experiences in lieu of a superficial review of the legal
landscape of the third country of destination. In other
words, depending on the country of destination, the
transfer of data could become more difficult than
before.

Also, any amendments or additions in a way that
contradicts, directly or indirectly, these Clauses or
prejudices the fundamental rights or freedoms of data
subjects are not allowed (Clause 2(a) of the new SCCs).
Therefore, obligations and liabilities of the parties
cannot be limited.

(ii1) Obligations of the parties

The data importer must “notify the data exporter and,
where possible, the data subject promptly” if the data
importer receives a legally binding request from a
public authority.

Furthermore, if the data importer comes to the
conclusion that there are reasonable grounds to
consider that the request is unlawful under the laws of
the country of destination, applicable obligations under
international law and principles of international
comity, the data importer is required to challenge the
request (Clause 15.2(a) of the new SCCs).

The assessment document must be available to EU
supervisory authorities on request (Clause 14 (b) of the
new SCCs). However, the assessment does not need to
be attached to the SCCs.

(e) Other

A party is required to specify the governing law
(Clause 17 of the new SCCs) and choice of forum and
jurisdiction (Clause 18 of the new SCCs).

In addition, the competent supervisory authority
(Clause 13 of the new SCCs) should be defined and
stated, and if an EU representative needs to be
established pursuant to Article 3.2 of the GDPR, the
EU member state in which the EU agent has been
established should also be stated (Clause 13 (a) of new
SCCs).

In May 2021, there was a case in which a fine (525,000
Euros) was imposed for the first time by the Dutch Data
Protection Authority (“Dutch DPA”) on a business
operator who breached its obligation and did not set up
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an EU representative. Although this case should not be
generalized because of the large number of affected
data subjects and the extent of the maliciousness, we
cannot underestimate the existence of the first case
where the violation of the EU representative
establishment obligation led to a fine.

In the case where a party is required to have an EU
representative, but does not, such party may be faced
with difficult decisions when executing new SCC
contracts.

2. SCCs for Data Processing Agreements

When a controller subcontracts the processing of personal
data to a sub-processor, it is required to add the items
enumerated in Article 28 of the GDPR, but there have been
For the
first time, new SCCs for data processing agreements have

no standard contractual clauses for this purpose.

been prepared as standard contract clauses. The new SCCs
cover the requirements stipulated in Article 28 of the
GDPR.

In addition, unlike the new SCCs for cross-border
transfers, the parties can continue to draft and conclude a
data processing agreement that includes the matters
prescribed by the GDPR (Clause (5) and (6) of the
implementing decision of the new SCCs for data
processing agreement).

In addition, the new SCC for extraterritorial relocation
covers the requirements for data processing agreements.
Therefore, once you enter into a new SCC contract for
cross-border transfers, you do not need to execute separate
SCC contracts for data processing agreements.

3. Final Words

Since the EU and Japan have mutually adopted the
adequacy decision, the transfer of data from the EU to
Japan does not fall under the category of cross-border
transfers and it is not required to execute a new SCC
contract. However, if a party is planning to transfer EU-
derived data from Japan to other countries or regions, such
party would eventually need to execute a new SCC
contract.

As mentioned above, when considering the necessity of
executing a new SCC, it is a prerequisite that the data flow
and usage are properly understood (data mapping). To
offer a suggestion in preparedness, it would be beneficial
to try data mapping (again) keeping in mind the release of
the new SCCs.

In addition, Japan's Act on the Protection of Personal
Information, amended in 2020, also requires confirmation
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of the laws and practices of the destination country and the
measures taken by the business operator when transferring
personal data to a foreign country. It is said that the EU and
the US are looking for a new data transfer framework to
replace the privacy shield, but no definitive information
has yet been revealed at this time. Please also keep in mind
the latest trends.

With respect to this subject, experts in our firm’s European
Practice Group and Data Protection Team remain at your
disposal to provide you with further information and to
give you further advice regarding data protection issues.

*1

COMMISSION IMPLEMENTING DECISION (EU)
2021/914 of 4 June 2021on standard contractual clauses
for the transfer of personal data to third countries pursuant
to Regulation (EU) 2016/679 of the European Parliament
and of the Council (Text with EEA relevance)
https://eur-lex.europa.cu/legal-
content/EN/TXT/PDF/?uri=CELEX:32021D0914 &from
=EN

*2

COMMISSION IMPLEMENTING DECISION on
standard contractual clauses between controllers and
processors under Article 28 (7) of Regulation (EU)
2016/679 and Article 29 (7) of Regulation (EU) 2018/1725
https://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:32021D0915&from=
EN
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