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NEW RULES FOR COOKIES UNDER

JAPANESE DATA PRIVACY LAW
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New amendments to Japan’s Act on the
Protection of Personal Information (APPI) with
effect from April 2022 will implement stricter
requirements for companies and other website
operators who use cookies to gather
information from their website users.

Data protection and privacy laws in Europe, including the
General Data Protection Regulation (GDPR) enacted by
the European Union (EU) in 2016 have had wide-ranging
and profound effects on the regulation and laws of other
countries, including Japan, which recently revised its Act
on the Protection of Personal Information (APPI) in 2020,
with such revisions with effect from April 2022.

While there are numerous new revisions to the APPI, one
area which has recently received a great deal of attention
are the regulations that are expected to apply to cookies,
which are ubiquitous, universally used small text files that
are used by Internet websites. Cookies are processed
and stored by web browsers, and their purpose is to track
information regarding website user activity, such clicking
on webpage advertisements, online purchasing habits,
etc.

Current legal issues associated with the use of cookies
are generally related to data privacy and the gathering of
personal information of users who are accessing the
relevant websites. The EU's ePrivacy Directive, and the
national laws implementing and supplementing this
Directive, set out laws governing the use of cookies and
other similar tracking technologies in the EU. In addition,
where cookies include personal data, that personal data
must also be processed in accordance with the EU GDPR
(in the EU) and the UK GDPR (in the UK) (EU GDPR and
UK GDPR Article 4(1), Recital 30). Many European and
non-European websites now provide detailed privacy
notices on their websites and also ask users to consent
to the use of non-essential cookies, and/or customize the
non-essential cookies they are willing to accept, in order
for the websites to avoid legal risks or liability under data
protection and privacy laws.

In the UK, the law was updated in 2019 to clarify that the
consent required for non-essential cookies (whether or
not they process personal data) is required to be obtained
to the same standard as consent under the GDPR. In
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other words, implied consent, or pre-ticked boxes, are no
longer acceptable. The website must obtain
unambiguous, active consent from the user before non-
essential cookies are deployed. The user must also be
able to withdraw their consent as easily as it was given,
so cookie tools on websites to enable the user to change
their preferences have become more popular.

In order to be more aligned with the treatment of cookies
in the EU, the UK, and other international standards,
Japan’s APPI has been amended, and below is a brief
summary of both the previous APPI as well as the
amended APPI with respect to the legal treatment of
cookies.

1. Previous APPI

The regulations prior to the recent amendments regarding
cookies in Japan under the APPI are quite
straightforward. Specifically, cookie-related information,
in principle, is not deemed to meet the definition of
“personal information” under the APPI because, in
general, identifying a specific individual based solely on
cookie information is not possible. Therefore, to date,
companies and other operators of Japanese websites
have not been legally required to take any action under
the APPI with respect to the use of cookies.

Notwithstanding the foregoing, there are certain
exceptional cases where cookie-related information does
meet the definition of “personal information”, for example,
when a specific individual can be identified by cookies
processed in conjunction with such individual’s name.

2. Amended APPI (Effective as of April 1, 2022)

As a result of amendments to the APPI which will take
effect on April 1, 2022, new regulations that are expected
to apply to cookies will be introduced. Specifically, under
the amended APPI, the new concept of "personal-related
information" has been created for information relating to
living individuals that is not considered personal
information, and such concept is expected to encompass
the use of cookies.

More specifically, the distinction between “personal-
related information” and “personal information” has been
created because there are some cases in which specific
information is not considered “personal information”
because a business operator who processes such
information (hereinafter “Business Operator A”) cannot
identify a specific individual, and thus such information
would instead be deemed "personal-related information”
under the amended APPIl. On the other hand, another
business operator who is provided that same “personal-
related information” by Business Operator A (hereinafter
“Business Operator B”) may be able to identify a specific
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individual using such information if jointly processed with
additional information owned by Business Operator B,
and in such case, such provided information would be
deemed to be “personal information” vis a vis Business
Operator B.

Based upon the foregoing, under the amended APPI, a
new rule will be introduced that the data subject’s consent
is required when a business operator who collected
personal-related information provides the information to a
third party and the information is assumed to be collected
as personal information by the third party. Based upon
the example in the preceding paragraph, under the
amended APPI, Business Operator B (or Business
Operator A in lieu of Business Operator B) will be required
to obtain the data subject’'s consent to obtain the
combined “personal information”, and Business Operator
A will have the obligation to ensure that such consent is
obtained.

As a further example, Data Management Platforms
("DMPs"), such as Google and other platforms that
centrally manage various data of companies and other
sources, may place cookies (known as “third-party
cookies”) on websites provided by other business
operators. In such case, cookie-related information
obtained by the DMP would not constitute "personal
information" because it is usually not possible to identify
a specific individual based solely on such cookies.
Nonetheless, such information obtained using such
cookies would constitute "personal-related information”
under the amended APPI. Furthermore, if such
"personal-related information" obtained by the DMP
comes to constitute “personal information” based on
provision by a third-party (that is, a specific individual can
be identified by the receiver), the consent of the data
subject will be required.

3. Necessary Action Going Forward

To be clear, the above required consents for cookies
under the amended APPI will not be as strict as the
standard of consent that is set out in the EU GDPR or UK
GDPR. This is due to the fact that Japanese regulators
have tried to strike a more business-friendly balance
between the personal data rights of individuals and the
use of personal information by companies and other
website operators for commercial purposes.

Nonetheless, based upon the effect of cookies on data
privacy concerns, it will be vital for parties operating
Japanese websites which use cookies to comply with the
amended APPI and improve the transparency of
information provided to data subjects.

Therefore, companies using cookies on their Japanese
websites or through DMPs should take following actions:
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1) Conduct an investigation to obtain precise
information regarding cookie usage on their own
websites as well as those of their DMPs;

2) Draft, review and modify their Online Privacy Policies
and Cookie Policies/Notices;

3) If needed, establish reliable measures to obtain data
subjects’ consent; and

4) Use this as an opportunity to consider whether their
EU and UK websites need refreshing or updating to
comply with EU and UK data protection and privacy
laws.

The European Practice Group and IT Practice Group of
the Japan-based international law firm of Kitahama
Partners have forged links with UK-based law firm of
Howard Kennedy in order to assist our clients with a
broad range of international IT and data protection and
privacy issues. Through our collaboration, we can
provide comprehensive legal advice and assistance so
that our clients can understand often complex worldwide
data privacy rules and restrictions and be both confident
and compliant in multiple jurisdictions.

In case of any queries regarding any of the topics
addressed herein, please do not hesitate to contact the
following attorneys of the two respective firms.

KITAHAMA PARTNERS

Jiri Mestecky, Partner - Osaka Office
JMestecky@kitahama.or.jp
TEL: +81-6-6202-9554

Miyako Ikuta, Partner — Tokyo Office
MIkuta@kitahama.or.jp
TEL: +81-3-5219-5151

Ryosuke Naka, Partner - Osaka Office
RNaka@kitahama.or.jp
TEL: +81-6-6202-9616

Minami Hosoi, Associate — Tokyo Office
MHosoi@kitahama.or.jp
TEL: +81-3-5219-5151

HOWARD KENNEDY

Colin Sawdy, Partner
Colin.Sawdy@howardkennedy.com
TEL: +44 (0)20 3755 5457
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Emily Clark, Associate
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