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Strict New Rules Under the EU Regulation

on Personal Data Protection beginning May 25, 2018

Betg1E 9 5 EU FrE N 1E R R AEH
2018 £ 5 A 25 BICKEST

An important new law, European Regulation
2016/679 ' on personal data protection, also known as
the General Data Protection Regulation (the “GDPR”),
was passed on April 27, 2016 and will apply from May
25, 2018, repealing the previous Directive 95/46/EC, in
order to provide increased and harmonized protection
for personal data within the European Union (EU).
As a result, all EU members will share a single and
common legal framework with respect to data security.

The GDPR creates numerous legal obligations and
onerous fines of up to 20,000,000 Euros or 4% of an
organization’s total worldwide annual turnover,
whichever is higher, in case of non-compliance, and
will be applicable not only to companies within the EU
but also to those in Japan as long as they target
European consumers.

The European Practice Group of Kitahama Partners
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herein provides answers to certain commonly asked
questions, and also provides certain practical
recommendations, in order to enable readers to
understand and prepare for this important new
European law which will have global implications.
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2. What is “Personal Data” under the GDPR?

Under the GDPR, the definition of personal data is very
broad and includes any information relating to a natural
person (data subject) who is identified or identifiable,
directly or indirectly.

For instance, a name, an address, a fingerprint or an
online identifier are personal data (Article 4(1)). A
photograph of a person is also generally considered a
personal data. Any combination of information which
makes a natural person identifiable, such as physical or
psychological characteristics, identification numbers, or
factors specific to the economic, cultural or social identity
of that person is also considered personal data.

3. Which companies have to comply with the GDPR?

The GDPR applies to controllers ™ and processors
established in the EU which process personal data (wholly
or partly by automated means or by using part of a filing
system) in the context of their activities, regardless of
whether the processing takes place in the EU or not
(Article 3.1).

A significant change for companies in Japan is that the
GDPR extends the scope of applicability under Article 3.2
to controllers and processors established outside the EU,
such as Japan, where their processing activities are related
to:

- the offering of goods or services to data subjects
who are in the EU, irrespective of whether payment
by the data subject is required; or

- the monitoring of the behaviour of European data
subjects, to the extent their activities take place
within the EU.

Therefore, in such cases, Japanese companies must comply
with the provisions of the GDPR.

4. What are the concrete legal changes?

Unlike Directive 95/46/EC, the GDPR will be directly
applicable to all EU member states and replaces the
Directive which was adopted into the national legislation
of each member state in order to protect the fundamental
rights and freedoms of natural persons.
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The common legal framework provided by the GDPR will
ensure more transparency and legal foreseeability and
encourages the free flow of personal data throughout the
EU.

More specifically, as explained below, the GDPR mainly:
(1) reinforces data subjects’ rights; (2) increases the
responsibilities and the accountability of companies
processing personal data; and (3) establishes a simplified
and centralized system of control.

4.1 Reinforcement of data subjects’ rights

Some of the main rights of data subjects under the GDPR
are the following:

X Right to give informed consent and withdraw
same at any time. Where personal data processing
is based on a data subject’s consent, a request for
consent must be presented in an intelligible and
easily accessible form, and it must be equally
simple for the data subject to withdraw such
consent as it is to give it. Furthermore, the

processing of special categories of data™requires a

consent given by a clear affirmative action from
the data subject; and the processing of a child’s
personal data requires a parental authorization

when the child is less than 16 years of age (default

age limit);

<> Right to access. The data subject must have the
right to access his/her personal data and the right to

obtain other information, such as the purposes of

the processing and an explanation about his/her
rights;

<> Right to rectification. The data subject has the

right to request that the controller rectify any

inaccuracy in his/her personal data without undue
delay;

<> Right to erasure. In certain circumstances, the
data subject may request the controller erase
his/her data without undue delay, for example,
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such cases, when the data subject requests erasure
of his/her personal data, the controller must send
the request for erasure to all of the companies that
are processing or have processed the relevant
personal data;

<> Right to data portability. When the personal
data processing is carried out by automated means
and based on consent, the data subject may ask the
controller to provide his/her personal data in a
structured and commonly used format in order to
easily transfer such data from one controller to
another;

X Right to be informed of data breach. When a
data breach is likely to cause a high risk to the
rights and freedoms of natural persons, the
controller must communicate the personal data
breach to data subjects without undue delay; and

< Right to object to profiling”. Where personal
data is processed for direct marketing purposes,
data subjects have the right to object at any time to
the processing of their personal data, which
includes profiling related to such direct marketing.

While such rights substantially increase the obligations of
the companies processing personal data, it is important to
bear in mind that a data subject cannot invoke a majority
of these rights once the data has been anonymized by the
controllers. Indeed, if the controller is able to
demonstrate that it can no longer identify the data
subjects, the rights to access, rectification, erasure and
data portability mentioned above do not necessarily have
to be respected.

4.2 Increasing controllers and processors’
responsibilities

Under the GDPR, controllers no longer have the
obligation to notify or seek approval from national
supervisory authorities ¥ in  many circumstances, but
instead bear heavy accountability and obligations to
demonstrate compliance with the GDPR. Furthermore,
for the first time, processors also have direct obligations.
The main obligations of the controllers and processors are
the following:
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Data protection impact assessments. When a
type of personal data processing may result in a
high risk to the rights and freedoms of data
subjects, controllers must carry out a data
protection impact assessment to evaluate the
likelihood and severity of the risk. In case of high
risk, controllers must consult with supervisory
authorities prior to the processing of personal data;

Data protection by design and by default.

Controllers must implement technical and
organizational  measures, such as  using
pseudonyms, designed to comply with data

protection principles and they must integrate such
safeguards into the processing of personal data.
They also have to ensure that, by default, only
specific personal data which is necessary for the
purposes of the processing is actually processed;

Adoption of codes of conduct. Controllers will
have to demonstrate that their processing systems
are in compliance with the new GDPR, notably by

adopting codes of conduct or certification
mechanisms;
Fair processing notice. Controllers must

provide data subjects with much more detailed
information at the time their personal data is
acquired, such as information regarding data
subjects’ rights and the period for which data will
be stored,;

Records of processing activities. Controllers
and processors must compile and maintain a
written record, containing specific information, of
their personal data processing activities;

Data breach notification. Controllers must
notify supervisory authorities, where feasible,
within 72 hours of becoming aware of any personal
data breach which can result in a risk to the rights
or freedoms of natural persons. Processors must
also notify controllers after becoming aware of any
data breaches; and

Joint responsibility. For the first time, when
several companies jointly determine the purposes
and means for the processing of personal data, they
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will all be jointly responsible for such processing.
4.3 Establishment of a more efficient control system

Under the GDPR, the system for the control of personal
data has been simplified and centralized by the following
measures:

<> Designation of a Data Protection Officer
(DPO). Data controllers and processors must
designate a DPO in certain cases'®. The DPO may
be an employee of the controller or processor but
must act with full independence to inform and
advise the controller or processor and its
employees of their obligations and to monitor
compliance with the GDPR. The DPO must also
cooperate with supervisory authorities and inform
data subjects with regard to all issues relating to the
processing of their personal data.

< Designation of a representative in the EU.
Companies not established in the EU which often
process personal data or which process special
categories of data on a large scale must designate a
representative in the EU that will constitute a direct
contact for supervisory authorities and data
subjects.

<> Competence of a leading supervisory
authority. The national supervisory authority of
the primary entity associated with the controller or
the processor will act as the lead supervisory
authority for cross-border processing of personal
data.

<> Establishment of a European Data Protection
Board (EDPB). The EDPB will primarily be in
charge of issuing opinions, resolving disputes,
reporting to the Commission of the EU, and
promoting cooperation among national supervisory
authorities.

5. What are the sanctions in case of non-compliance?
One critical new aspect of the GDPR is the significant

increase in administrative fines from the supervisory
authorities, which can be up to:
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- 10,000,000 Euros or 2% of the total
worldwide annual turnover, whichever is higher,
for the preceding financial year of the company, for
a majority of violations; or

- 20,000,000 Euros or 4% of the total
worldwide annual turnover, whichever is higher,
for the preceding financial year of the company, for
the most serious violations.

To compare, prior to the GDPR, the French supervisory
authority could only give fines up to 3,000,000 euros.

In addition to these onerous fines, under the GDPR, data
subjects may institute civil litigation against controllers
and processors in the event they believe that their rights
have been infringed.

Therefore, given the severity of the sanctions, controllers
and processors must pay particular attention to, and
strictly comply with, the GDPR and its provisions.

6. Our recommendations in anticipation of these legal
changes

As a majority of the above legal changes take time to be
integrated into a company’s personal data processing
system, we strongly advise that companies begin planning
as quickly as possible.

Our specific recommendations are as follows:

- Confirm whether your company meets the
conditions to be subject to the GDPR.

- Analyze the legal basis upon which your
company processes personal data (data subject’s
consent, legitimate interest, etc.) and the type of
personal data collected (special categories of data or
not) in order to determine the legal obligations with
which your company will have to comply;

- Verify that the purposes for which your company
processes personal data necessitates the identification
of data subjects and try to limit as much as possible
this identification in order to reduce the possibility
that data subjects will object;
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- Review your personal data processing notices
and codes of conduct;

- Train your employees so that they can comply
with their new obligations under the GDPR,;

- Check whether your company has to designate a
DPO and/or a representative in the EU;

- Prepare the implementation of personal data
privacy by design and by default, in order to
streamline personal data processing and build
safeguards;

- Assess the privacy impact of your personal data
processing activities;

- Be aware of data subjects’ rights and take
appropriate measures to eventually request proper
consent from data subjects and enable data subjects
to withdraw their consent or request the erasure of
their data;

- Implement procedures enabling your company to
react quickly in the event of data security breaches;

and technical
company to
GDPR to

- Identify the organizational
measures that will enable your
demonstrate compliance with the
authorities; and

- Clarify the obligations of each company that
could be jointly involved with your company in the
processing of personal information in order to avoid
the risk of unforeseen joint responsibility.

The above steps are some examples of measures that can
be taken now within your company in order to anticipate
and ensure compliance with the GDPR.

Experts in our firm’s European Practice Group remain at
your disposal to provide you with further information
regarding the GDPR and to give you further advice
regarding the implementation of measures in accordance
with the GDPR.

'Regulation (UE) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC,
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http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R067
9&from=en

i “Controller” means a natural or legal person who determines the purposes
and means of the processing of personal data.

i «processor” means a natural or legal person which processes personal data
on behalf of the controller.

vSpecial categories of personal data are specified in Article 9 of the GDPR
and concern personal data revealing racial or ethnic origin, political opinions,
and religious or philosophical beliefs. ..

VProfiling means any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal aspects
relating to a natural person.

Y The supervisory authorities are the independent public authorities
established in each Member State to monitor the application of the GDPR.
Please find hereafter the link to access to the list of all data protection
authorities:
http://ec.europa.eu/justice/data-protection/bodies/authorities/index_en.htm
iThe DPO shall be designated in any case where: (i) the processing is carried
out by a public authority; (ii) the core activity consists of processing
operations which require regular and systematic monitoring of data subjects
on a large scale; or (iii) the core activity consists of large scale processing of
special categories of data (racial origin, political opinion, etc.), or of data
relating to criminal convictions and offences.
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