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The recent judgment of the Court of Justice of the
European Union in the Schrems II case has brought
renewed attention to the international transfer of
personal data. With respect to the transfer or personal
data from EEA to Japan, because of the EU’s adequacy
decision in January 2019 with respect to Japan, many
Japanese companies should have ceased using the SCC;
nonetheless, the European Commission issued new

SCCs in 2020.
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1. Schrems II Judgment

(1) Summary of the Process
On July 16, 2020, a judgment of the Court of Justice of the
European Union (CJEU) invalidated the previous Privacy

Shield Decision which ensured an adequate level of
protection for the international transfer of personal data
from the EEA to the US (“Schrems II”).

This case started with Mr. Schrems, an Austrian lawyer,
who in June 2013 filed a complaint with the Irish Data
Protection Authority whereby he requested, in essence, that
Facebook Ireland be prohibited from transferring his
personal data to the United States on the ground that the
law and practice in force in the US did not ensure adequate
protection of his personal data against surveillance
activities in which the US public authorities were engaged.
In fact, some of his personal data in the EU had been
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transferred to servers belonging to Facebook Inc. in the
United States where it underwent processing. However,
the Irish DPA rejected his complaint on the ground, inter
alia, that the US is recognized as ensuring an adequate
level of protection.

The High Court (Ireland), before which Mr. Schrems had
brought judicial review against the rejection of his
complaint, made a request to the CJEU for a preliminary
ruling on the interpretation and validity of the decision on
the adequacy of the protection provided by the safe harbor
privacy principles (the “Decision”). The CJEU declared
that Decision invalid (“Schrems I”).

In the Irish DPA’s investigation after the judgment,
Facebook Ireland explained that a large amount of personal
data was transferred to Facebook Inc. pursuant to the SCC.
Upon the Irish DPA’s request, Mr. Schrems reformulated
his complaint and claimed, inter alia, that US law requires
Facebook Inc. to make the personal data transferred to it
available to the NSA and the FBI in a manner incompatible
with certain articles of the EU Charter of Fundamental
Rights (the “Charter”), and therefore, the transfer of that
data to the US is illegal.

Based on the reformulated complaint of Mr. Schrems, on
May 31, 2016, the Irish DPA brought an action before the
Irish High Court in order to refer a question on the issue to
the CJEU. By its order of May 4, 2018, again the High
Court made reference for a preliminary ruling to the CJEU.

The Irish High Court attached a copy of a judgment handed
down on October 3, 2017, in which it had set out the results
of an examination of the evidence produced before it in the
national proceedings, in which the US Government had
participated. Based upon the relevant findings therein,
the CJEU became aware of the fact that the US carries out
mass processing of personal data through its intelligence
activities on the basis, inter alia, of Section 702 of the FISA
and on E.O. 12333, without ensuring a level of protection
essentially equivalent to that guaranteed by Articles 7 and
8 of the Charter.

As regards judicial remedies, the CJEU affirmed the
findings by the Irish Court that EU citizens do not have the
same remedies as US citizens in respect of the processing
of personal data by the US authorities, since the Fourth
Amendment to the US Constitution, which constitutes the
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most important cause of action available to challenge
unlawful surveillance, is not applicable to them. In
addition, the Irish Court pointed out that the Privacy Shield
Ombudsperson is not a tribunal within the meaning of
Article 47 of the Charter.

(2) Schrems II Holdings
The most important holdings contained within the

Schrems II judgment are the following:

a) Invalidation of the Privacy Shield Decision on account
of invasive US surveillance programs, thereby making
transfers of personal data on the basis of the Privacy
Shield Decision illegal.

b) Stricter requirements for the transfer of personal data
based on SCCs.
intend to transfer data based on SCCs must ensure that

Data controllers or processors that

the data subject is granted a level of protection
essentially equivalent to that guaranteed by the GDPR
and the EU Charter, and if necessary, with additional
measures to compensate for lacunae in protection of
third country legal systems. Failing that, operators
must suspend the transfer of personal data outside the

EU.

(3) Comments

Based upon Schrems I, even if the Japanese private sector
diligently complies with applicable data protection
regulations, the Adequacy Decision might be invalidated
due to national legislation and/or intelligence activities of
the public bodies of Japan. Once the Adequacy Decision
is denied, the data transfer outside the EU would not be
valid through the SCC unless additional measures are
appropriately taken in order to reinforce the level of data

protection.

2. EDPB’s Two Sets of Recommendations in 2020 on
the Transfer of Personal Data from the EU

Following the Schrems Il judgment, on November 11,
2020, the EDPB issued two sets of Recommendations
01/2020 and 02/2020. The Recommendations 01/2020
on Supplementary Measures provide a road map of good
practices for data exporters about the appropriate
mechanism for data transfer including the SCCs. In
addition, the Recommendations 02/2020 on the EU
Essential Guarantees outline certain features to assess
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whether the legislation of the third country giving public
authorities access to personal data is to be regarded as a
justifiable interference or not.

Many published articles mainly about the first
Recommendations 01/2020 emphasize that SCC may be an
insufficient mechanism for the transfer of personal data
from the EU in certain cases. If the third country has
legislation allowing governmental authorities to gain wide
access to personal data for surveillance purposes like the
US, then the SCC will not be enough to validly transfer
personal data because the third country cannot be bound by
the contract including the SCC. In order to understand
when a third country is regarded insufficient for the EU
level of protection, the Recommendations 02/2020 are also
of great importance.

3. New SCCs

All currently used SCCs EU
Commission’s decision under the EU Directive for data
protection, the GDPR. The GDPR became effective on
May 25, 2018 and since then new SCCs have been awaited.

are adopted by the

(1) SCCs for Data Transfer From the EU
Until now, there have been only two kinds of SCCs;

specifically, that from controller to controller, and that from
controller to processor. New SCCs cover all four possible
patterns: (i) from controller to controller; (ii) from controller
to processor; (iii) from processor to controller; and (iv) from

pfOCGSSOftO processor.

(2) New SCC under Subsection 7, Article 28 of the GDPR
When a controller subcontracts the processing of personal

data to a processor, it is required to add items enumerated in
Article 28 of the GDPR but there have been no standard
contractual clauses for this purpose.

(3) One-Year Transition Period

If the new SCCs are adopted by the EU Commission, parties

must replace their current SCCs with the applicable new ones

within one year from the decision.
skeskoskoskosk

With respect to this subject, experts in our firm’s European
Practice Group and Data Protection Team remain at your
disposal to provide you with further information and to give
you further advice regarding data protection issues.
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