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fiscal year 2025 were published on March 31,
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The updated “Al Guidelines for Business” (Verl.2) were
published by the Ministry of Internal Affairs and Communications,
and the Ministry of Economy, Trade and Industry on March 31,
2026.

(Provisional English translation of official release)

[Version 1.2]

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jis
s0/pdf/20260331 12.pdf

[Version 1.2 Appendices]

https://www.meti.go.jp/shingikai/mono_info_service/ai_shakai_jis
s0/pdf/20260331 14.pdf

The Al Guidelines for Business were first published as Version 1.0
in April 2024, followed by the release of Version 1.1 in March

2025, and are reviewed annually.

[Version 1.1]

https://www.soumu.go.jp/main_sosiki/kenkyu/ai_network/02ryutsu
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The Al Guidelines for Business are classified as “soft law,”
meaning that they do not have any legally binding force nor do
they carry any penalties. However, they serve as unified guidelines
for Al developers, providers, and business users to utilize Al
safely and appropriately, and are increasingly functioning as de-
facto standards in Japan.

Thus, it is appropriate for Al system developers (Al developers),
as well as businesses providing services incorporating Al systems
(AI providers) and businesses utilizing Al in their operations (Al
business users) to conduct their business activities in accordance
with these Al Guidelines for Business. It is highly anticipated that
this soft law will help prevent accidents caused by Al and reduce

the risk of liability in the event that an accident does occur.
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It appears that in 2025 Al technology underwent a paradigm shift.
Until then, the primary role of generative Al had been to respond
to user prompts or generate requested content. However, “Al
agents” — which autonomously perceive their environment, plan,
and execute tasks to achieve specific, assigned goals — began to
gain widespread adoption. Furthermore, Al has become highly
integrated into hardware systems such as military weapons, robots,
drones, autonomous vehicles, and medical devices (“Physical
AI”). While such advancements in Al hold the potential to bring
significant benefits to human society, they have also
fundamentally altered the risks associated with Al use.

For example, as a result of the autonomous nature of such
technology, Al agents might enter into contracts against the user’s
will or without their knowledge, or engage in actions that infringe
upon the interests of others; however, to date there has not been
any sufficient discussion regarding which authority should be
liable for damage caused by Al agents !. Furthermore, with regard
to physical Al, the possibility of Al malfunctions directly causing

harm to human life and health has increased.
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! If liability arises due to the use of an Al technology, under

conventional frameworks (in terms of civil liability: contractual
liability, tort liability, product liability, etc.), there is a possibility
that one or more of the respective business operators will bear civil
or criminal liability depending on the specific cause. However, at
present, there is no established theory even on fundamental issues,
such as whether a contract executed without authorization by an Al
agent binds the user. Moreover, concepts of granting a pseudo-
corporate personality to Al technology itself in order to separate the
risks of each business operator have been proposed. However, since
a consensus has not yet been reached, and it is considered that large-
scale legislative measures would be necessary, it would be unwise to
conclude that such proposition would be adopted and put into
practice in the near future.

The guidelines were updated following this background and
involved not only mere technical updates, but also significant
changes that may involve corporate responsibility and governance
structures.

We will focus on the key points of these updated guidelines: Al
agents and Physical Al

Note: The page numbers cited below refer to Verl.2 (provisional

English translation).

First, in light of recent advances in the social implementation of Al
agents, a new definition of an AI agent has been introduced (p.
10). Specifically, an Al agent is defined therein as “an Al system

that perceives its environment and acts autonomously to achieve a
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specific goal.” Additionally, as a more comprehensive and
evolutionary concept than that of an Al agent, a goal-driven Al
system which autonomously makes decisions and takes actions
through the use of multiple Al agents is defined as “Agentic AL.”
Here, the concept of “autonomy” does not only refer to a highly
autonomous state but also includes other systems with their own

degree of autonomy.

Similarly, a definition of Physical AI has also been added (p. 11).
Specifically, Physical Al is defined as “systems which perceive
their environment through sensors, etc., process that information
using an Al model, autonomously infer and determine strategies
for achieving objectives given by humans, prompting physical
actions via actuators (drive systems), etc., which are characterized
by taking direct actions (moving, operating, processing, etc.) in the

real world, rather than being limited to processing in cyberspace.”

Note: The definition in the published provisional translation is
simpler as cited below. However, since there is a discrepancy
between this and the official Japanese version, we have translated
it as shown above.

“In these Guidelines, physical Al refers to a system that takes in
environmental information through sensors, processes that
information using an Al model, autonomously infers and
determines strategies for achieving objectives given by humans,
and furthermore acts on those strategies without human

intervention.”

Appendix 1 provides examples of Al agents, such as the “Travel
Destination Suggestion and Booking Al Agent” (an Al agent
service provided by an airline that proposes optimal travel
destinations and flight options according to the user’s
requirements, and links to external booking systems for the
purpose of making actual flight reservations) and the “Sales and
Customer Support Assistance Al Agent” (a business support Al
agent that autonomously provides 24-hour assistance in sales and
customer support departments, covering the task of responding to
prospective customers to making a sale through to handling
inquiries) (Appendices, p. 12).

Appendix 1 also highlights the potential of Al agents, stating that
understanding user intentions and autonomously executing tasks
can streamline complex business processes and significantly
reduce human workloads; rather than merely executing
instructions, such technology collaborates with multiple systems
and applications to make independent decisions and optimizations

according to each individual situation enabling the automation of
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adjustments, analyses, and decision-making power that

traditionally relied on human intervention (Appendices, p. 17).

Similarly, as practical examples of Physical Al the “Autonomous
Driving System” (a vehicle control system equipped with
autonomous driving technology that, when a user specifies a
destination, analyzes the surrounding environment, autonomously
plans and executes the driving route, and performs safe and
efficient driving by detecting the actual traffic conditions, road
signs, and obstacles in real time) and the “Autonomous Mobile
Robot” (a warehouse transportation service performed by an
autonomous mobile robot characterized by its ability to flexibly
perform route planning and respond to environmental changes,
where the robot analyzes the floorplan and environment of the
warchouse, autonomously selects the optimal route to transport
packages, and significantly improves work efficiency by avoiding
obstacles and performing collaborative operations among multiple
robots) are highlighted (Appendices, p. 13).

Regarding the potential of such Physical Al, Appendix 1 notes that
it can supplement the labor shortage caused by the declining
birthrate and aging population, reduce risks while enhancing safety
by operating in hazardous environments, and contribute to people’s
independence and improved quality of life (QOL) through nursing
care and daily life support (Appendices, p. 17).

On the other hand, the Appendices warns of the risks posed by Al

agents and Physical Al, which are summarized as follows.

e Attacks on Al systems, such as data poisoning attacks

In systems handling complex and diverse information, such as Al
agents and Physical Al, the number of diverse input routes and
external linkages increases. This widens the scope of attacks,
raising concerns that the risk of data poisoning, etc., will further

increase (Appendices, p. 18).

e Impact of incorrect outputs due to hallucinations, etc.

In the case of Al agents, the risk of incorrect outputs by Al agents
is not limited to traditional risks such as the spread of
disinformation but poses a risk of actions such as the unintended
ordering of goods or deletion of files being performed

(Appendices, p. 19).

e Problems associated with black-boxing

Because Al agents and Physical Al have more complex
configurations and mechanisms compared to ordinary Al systems,
they are more significantly affected by the “black box” nature of
Al decision-making, which may increase the difficulty of

maintenance and troubleshooting (Appendices, p. 19).
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e Serious cybersecurity issues caused by misuse

Advances in Al agents have made code generation easier, thereby
making it easier to create malware and generate code for
infiltrating networks. Thus, the misuse of Al agent technology
increases risks such as the leakage of personal information, the
shutdown of systems related to critical infrastructure, and the

falsification of information (Appendices, p. 20).

o Leakage of confidential information

There have been an increasing number of incidents where Al
agents autonomously collaborate with external systems and cloud
services to execute various tasks. In doing so, there is a risk that
confidential data may be unintentionally leaked due to attacks

exploiting vulnerabilities, etc. (Appendices, p. 21).

o Risks of privacy violations

Physical Al has the possibility of acquiring personal information
by itself, and there is a risk of privacy violations where such
information is retained on a device which can lead to the
identification of individuals or inappropriate use (therefore, it is
necessary to establish a system that does not acquire or retain
unnecessary information). In addition, there is a risk of data
leakage when discarding hardware (therefore, it is desirable to
appropriately delete data stored in the storage medium of
equipment or the cloud) (Appendices, pp. 140 [footnote], 163
[footnote]).

e Risks of Al networking due to Agentic Al

Furthermore, regarding Agentic Al, it is well known that the
potential “networking” of Al could induce and amplify risks where
the Al in use becomes uncontrollable by connecting and
interacting with other Al technologies through the Internet, etc.

(Appendices, p. 27 footnote).

The Al Guidelines for Business emphasize the use of a risk-based
approach (a method of determining the priority of countermeasures
based on the purpose of Al use, stakeholders, the magnitude of the
impact/probability of potential risks, etc.) for mitigating risks
posed by Al This risk-based approach has also been incorporated
in the OECD Al Principles, the NIST Al Risk Management
Framework, the EU Al Act, etc., and is a mainstream concept
globally.

Each business operator is required to analyze risks for each
individual case, service, or product, and take necessary levels of

protective measures according to the results.

This also applies to Al agents and Physical Al Particularly for Al
agents, it is important to prioritize matters requiring human

judgement according to their level of importance and to
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appropriately select the applicable scope (Appendices, p. 134).
This does not mean that “human decision-making is always
necessary and Al agents should not be used,” but rather that while
effectively utilizing the autonomy of Al agents, it is necessary to
appropriately systematize the situations requiring human decision-
making according to the impact of the potential risks.

If a business operator neglects to perform appropriate risk analysis,
or fails to implement steps requiring human decision-making
despite acknowledging the potential of significant risks occurring,
and an accident is subsequently caused by an Al agent, such
circumstances may establish the legal liability of the business
operator (e.g., default on contractual obligations, breach of the
duty of care in tort liability, defects under product liability).
Furthermore, examples of criteria for determining the necessity of

human decision-making are given on page 155 of the Appendices.

The Al Guidelines for Business detail specific risk management
methods to be implemented by companies, with a focus on specific
target audiences. We recommend referring to these sections first
prior to putting risk management into practice.

e For Management: Appendix 2

e For Al Developers: Appendix 3

e For Al Providers: Appendix 4

e For Al Business Users: Appendix 5

Final Thoughts

This newsletter has outlined certain fundamental concepts and
points to note with respect to Al agents and Physical Al as updates
in the “Al Guidelines for Business (Ver 1.2)”.

As previously stated, official discussions as to the civil and
criminal legal liability in cases where liability arises due to Al
technologies have not yet taken place, and the judicial precedents
that can be relied upon are extremely limited. Therefore, for the
time being, we take the position that while utilizing Al
technologies stakeholders should acknowledge the opacity of such
legal liability as a risk. For each business operator, conducting
appropriate risk management based on the Al Guidelines for
Business (as well as various guidelines in each individual industry)

must be an indispensable requirement for the development of Al.

At Kitahama Partners, we handle consultations on Al risk
management, backed by our extensive track record in supporting
new businesses, litigation and negotiations related to system
development and product liability, etc., and crisis management
cases.

If you have any specific matters you would like to discuss, please

feel free to contact our IT Practice Group.
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Minami Hosoi (Associate)
MHosoi@kitahama.or.jp
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