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2026 Amendment to the Act

on the Protection of Personal Information

(dated April 7, 2026)

As part of the statutory “three-year periodic review” of the Act on
the Protection of Personal Information, the Bill to Partially
Amend the Act on the Protection of Personal Information and
Other Related Acts (the “Amendment”) was officially approved
and submitted by the Cabinet to the Japanese Diet on April 7,
2026.

This newsletter introduces the key points of the proposed
amendments, with a particular focus on matters of significant
interest to business operators.

1. Relationship with Processors

Under the Amendment, the determination of whether a contractual
party constitutes a processor will be made more substantively,
taking into account the actual nature of its processing activities.

(1) Obligations of Processors (Article 30-3)

Under the provisions of this article, a processor which is to handle
personal information shall be directly subject to the provisions of
the Amendment and shall be prohibited from processing such
personal information beyond the scope necessary to perform its
services.

(2) Exemption from Obligations for Processors (Article 58-2)
Where a processor’s handling of personal information is merely
passive and mechanical, without having decision-making authority
over the handling of such information, the processor may be
exempted from most of the obligations set forth in Chapter IV of
the Act, provided that the processor complies with certain
provisions which shall be included in the respective processing
agreement.

(3) Administrative Measures Directed at Processors (Article 148-2)
Where a business operator fails to comply with an administrative
order, the Personal Information Protection Commission is
empowered to directly request the processor to take corrective
measures (paragraph (1)).

Furthermore, where a processor implements such measures and the
business operator suffers damage as a result, the processor shall not
be liable for such damage arising from complying with the request

(paragraph (2)).
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(4) Implications for Data Processing Services

The proposed changes under the Amendment highlight the more
substantive approach in determining whether a contractual party
should be deemed a processor. Therefore, it is recommended for a
business operator and its processor to revisit their contractual
provisions, in particular, how to allocate responsibilities and
liabilities in their respective processing agreements.

2. Relationship with Data Subjects

While some requirements to protect the data subjects are relaxed
from the data utilization perspective, some rules concerning the
facial recognition and similar technologies will be tightened.

(1) Consent No Longer Required (Articles 30-2 and 31-3)

This is an amendment which is intended to facilitate Al
development by expanding cases in which the consent of the data
subject is not required.

The consent requirement to acquire publicly available sensitive
personal information and to provide such personal data to a third
party is relaxed under the Amendment, if such processing is limited
to the purposes of the creation and use of statistical information or
similar. The concept of “creation and use of statistical information
or similar” may include some Al development.

(2) Consent Not Required (Article 18, paragraph (3); Article 20,
paragraph (2); Article 27, paragraph (1))

Under the Act, use beyond the stated purpose, the acquisition of
sensitive personal information, and the provision of such personal
data to third parties generally require the consent of the data
subject.

As the current stands, consent is not required only where both of
the following conditions are met: a) the processing is necessary for
the protection of human life, body, or property; and b) it is difficult
to obtain the data subject’s consent.

Under the Amendment, however, a new alternative condition will
be introduced.

In addition to cases falling under conditions a) and b) above,
consent will also not be required where in the cases of a) and c)
there are reasonable grounds for not obtaining the data subject’s
consent.

Each individual business operator should, in light of its own
business activities, examine whether there are or may be any
applicable cases to it which fall under items a) and c), in addition
to the traditional a) and b) scenarios.

Where such cases exist, it will be advisable to document such
reasonable grounds and related circumstances in advance as part of
the business operator’s compliance framework.

(3) Academic Research Exception (Article 16, paragraph (9))
Institutions and organizations engaged in the provision of medical
care, including hospitals, fall within the scope of “academic
research institutions” which trigger the academic research
exception.

(4) No Obligation to Notify Data Subjects (Article 26, paragraph
(2)

In the event of a data breach or similar incident, business operators
are, in principle, required to notify the affected data subjects.

As per the current law, notification is not required where such
notification is difficult to carry out.

Under the Amendment, an additional exception will be introduced:
notification will not be required where the absence of such
notification poses only a low risk of undermining the protection of
the data subject’s rights and interests.

The detailed criteria for this exception will be specified by rules
issued by the Personal Information Protection Commission.

(5) Consent Required (Article 27, paragraph (2))
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Specified biometric personal information, such as data used for
facial recognition, is excluded from the scope of personal data that
may be provided to third parties under the opt-out method if the
business operator intends to make such information available.

As a result, the provision of specified biometric personal
information to third parties will require the data subject’s prior
consent.

(6) Right to Request Suspension of Use or the Provision to Third
Parties (Article 35, paragraph (7))

A new right will be established allowing data subjects to request
the suspension of use or the suspension of provision to third parties
with respect to specified biometric personal information handled by
a business operator under certain circumstances.

3.  Strengthening of Obligations for Data Providers Using the
Opt-out Method (Article 27, paragraph (7))
Where a business operator provides personal data to a third party
under the opt-out method, a new obligation has been introduced
which requires the business operator to verify in advance:

the identity of the recipient third party; and

the intended purpose for which the personal data will be used.

4. Protection of Minors (Article 35, paragraphs (9) and (10);
Article 40-2; Article 58-3)

The Amendment expressly provides, for the first time, for special
consideration regarding the handling of personal information of
minors under the age of 16. Except for some exceptional cases such
as where the consent of a minor’s legal guardian is obtained, the
data subject may request the cessation of utilization or provision to
the third parties of personal information, and in such instance the
business operator shall comply.

The Amendment clarifies that a legal guardian may express consent
and receive notices on a minor’s behalf.

Business operators are subject to a best-efforts obligation to give
primary consideration to the interests of minors and to take
necessary measures to ensure that their rights and interests are not
violated.

5. More Substantive Protection of Personal Information
(Article 31-2)

A new category of information, referred to as “contactable
personal-related information”, will be introduced.

This refers to information that does not itself constitute personal
information but nevertheless enables targeted contact or outreach
to a specific individual.

The Amendment prohibits the inappropriate use and unlawful
acquisition of such information, in a manner comparable to the
restrictions applicable to personal information under Articles 19
and 20(1).

This revision is intended to provide more substantive and practical
protection of personal information.

6. Strengthening of the Powers of the Personal Information
Protection Commission

(1) Introduction of Administrative Monetary Sanctions

(Articles 148-3 to 148-17)

Under the current law, there is no administrative framework or
system which regulates and enforces the disgorgement of profits
obtained by a business operator through violations of the Act.

The Amendment introduces penalties such as administrative
monetary sanctions, establishing a legal framework where violators
are required to disgorge any gains arising from illicit activities.
However, the scope of this system is strictly limited. It applies only
to categories of conduct that carry a high risk of causing serious
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harm to an individual’s rights and interests.

Business operators that have exercised due care in preventing such
violations are excluded from the scope of the administrative
monetary sanctions.

In addition, the sanctions are limited to large-scale cases involving
1,000 or more affected individuals.

However, it shall be noted that the administrative monetary
sanctions may apply to some violations related to the creation and
use of statistical information or similar, including Al developments
while the consent requirement is relaxed.

(2) Strengthening of Emergency Administrative Order Powers
(Article 148)

Under the Amendment, the authority of the Personal Information
Protection Commission is further expanded.

The Personal Information Protection Commission will newly be
empowered to take corrective measures without first issuing a
recommendation when there is deemed to be an imminent risk of
infringement of such rights and interests and urgent action is
necessary, in addition to cases where there is an actual occurrence
of serious harm to an individual’s rights and interests.

This enables the Personal Information Protection Commission to
issue emergency administrative orders directly, allowing for swift
intervention to prevent or mitigate potential harm without issuing a
recommendation.

7. Strengthening of Criminal Penalties for Egregious Violations
(1) Offense of Unlawful Provision of Personal Information by a
Business Operator

Amendments will be made to expand the scope of this offense by
including acts of provision carried out with the intent to cause
harm, in addition to those committed for the purpose of obtaining
an unlawful gain. The purpose of this amendment is to explicitly
bring within the scope of criminal punishment conduct that has
caused actual harm but was previously difficult to address under
criminal law. The statutory penalty will be revised to
imprisonment with work for up to two (2) years or a fine of up to
1,000,000 Japanese yen.

(2) Oftense of Unlawful Acquisition of Personal Information
through Fraudulent Acts, Including Unauthorized Access

A new criminal offense will be established to penalize the unlawful
acquisition of personal information through fraudulent acts,
including unauthorized access, irrespective of whether the offender
is a business operator. The statutory penalty will be imprisonment
with work for up to two (2) years or a fine of up to 1,000,000
million yen.

As a general rule, the Amendment will enter into force within a
period not exceeding two (2) years from the date of promulgation.
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With respect to these matters, additional advice is available from
our attorneys in the Data Protection Team. Please feel free to
contact us for further assistance.
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